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5 | src_bytes 26 | srv_serror rate

6 | dst bytes 27 | rerror_rate

7 | Land 28 | srv_rerror_rate

8 | wrong_fragment 29 | same srv_rate

9 | Urgent 30 | diff srv rate

10 | Hot 31 | srv_diff host rate

11 | num_faild login 32 | dst_host_count

12 | logged in 33 | dst_host _srv_count

13 | num_compromised 34 | dst_host same srv rate
14 | root_shell 35 | dst_host_diff srv rate
15 | su_attempted 36 | dst_host same src_port rate
16 | num_root 37 | dst_host_srv_diff host rate
17 | num_file creations 38 | dst_host serror rate

18 | num_shells 39 | dst_host srv_serror rate
19 | num_access files 40 | dst_host_rerror rate

20 | num_outbound cmds | 41 | dst host srv_rerror rate
21 | is_host_login - -
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ChiSquaredAttributeEval ig; s S39-3 o leis Jguz

ChiSquaredAttribute Eval

1 | src_bytes 22 | dst_host_srv_rerror_rate
2 | service 23 | same_srv_rate

3 | dst_bytes 24 | duration

4 | count 25 | srv_rerror_rate

5| dst_host_srv_diff_host_rate | 26 | lroot_shell

6 | dst_host_diff_srv_rate 27 | is_guest_login

7 | logged in 28 | dst_host_srv_serror_rate
8 | dst_host_count 29 | Inum_compromised

9 | dst_host _same_src_port_rate | 30 | srv_serror_rate

10 | srv_count

31

Inum_file_creations

11 | dst_host_srv_count

32

num_failed_logins

12 | rerror_rate 33 | Inum_shells

13 | dst_host_same_srv_rate 34 | Inum_root

14 | protocol_type 35 | urgent

15 | diff_srv_rate 36 | Inum_access_files
16 | dst_host_rerror_rate 37 | wrong_fragment

17 | flag 38 | Isu_attempted

18 | hot 39 | land

19 | srv_diff_host_rate 40 | Inum_outbound_cmds
20 | serror_rate 41 | is_host_login

21 | dst_host_serror_rate
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L cilo ob; = <
Slows o Loy Jowe s
e S ) (52 < g Do | SBS
L BTN ’ DOS Jley
(s)
1 98.269 2.51 0.981 0.995
2 99.692 2.01 0.997 0.997
3 99.698 3.07 0.997 0.997
4 99.889 4.66 0.999 0.999
5 99.869 6.11 0.999 0.999
6 99.961 10.02 1 1
7 99.957 12.18 1 0.999
8 99.956 14.06 1 0.999
9 99.962 15.02 1 0.999
10 99.965 18.06 1 0.999
11 99.968 19.91 1 0.999
12 99.968 21.54 1 0.999
13 99.967 23.4 1 0.999
14 99.965 24.24 1 0.999
15 99.964 29.09 1 0.999
16 99.96 35.49 1 0.999
17 99.968 36.15 1 1
18 99.968 39.92 1 0.999
19 99.968 42.96 1 0.999
20 99.97 45.24 1 0.999
21 99.974 50.89 1 1
22 99.974 54.89 1 1
23 99.974 56.11 1 1
24 99.975 59.12 1 1
25 99.974 62.41 1 1
26 99.974 64.26 1 1
27 99.969 66.33 1 1
39 99.964 104.33 1 0.999
40 99.964 104.67 1 0.999
41 99.964 109.07 1 0.999
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1) Src_bytes
2) Service
3) Dst_bytes

4) Count
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5) Dst_host_srv_diff_host_rate

6) Dst_host_diff srv_rate

Do S 4 oo oolitul (S59 6 a5 il o SO Ll

Gliso (5 v 59! dow i g U5 - 5 Jgu

w5 155 o les Jsoz o b o ysSl sl b (S5sB 5l oolinad 148 ooy oSl 215l ol b alo o ol

|

S5 G Akl ol e eSlo oo s pansis ¢ 5 oS £

i L digas oo (S Lwsi(S) DOS ¢ Jley Sl 5
J48 99.961 10.02 1 1
DecisionStump 97.50 0.84 0.994 0.898
NBTree 99.95 88.47 1 0.999
RandomForest 99.95 27.5 1 0.999
OneR 98.26 0.52 0.981 0.996
ZeroR 81.19 0.06 0.812 0
AdaBoostM1 97.50 5.35 0.994 0.898
Bagging 99.93 57.51 1 0.999
BayesNet 99.77 3.31 1 0.999
NaiveBayes 97.33 0.95 0.956 0.988

TP g FP 5k 51 s oty 5951yl b JAB 0ty 595U dans o .2-3

False Positive Rate 4 True Positive Rate L jl cilize slopi o3 sl 5l Jol> mlis 55 Joaz 5o
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TP g FP ki 51 calizeo (sl ooty 5951 dumny Lo gL — 6 Jgu

False Positive FalseRZ?sitive True Positive TrueRI;(zzltlve
PCANAY] .RaFe” £y o ol .RaFe“ ol

Jley Sl sl DOS Jbey S5 6ln DOScats
J48 0 0 0.999 1
DecisionStump 0.024 0.026 0.991 0.985
NBTree 0 0.001 0.999 1
RandomForest 0 0.001 1 1
OneR 0.001 0.084 0.936 1
ZeroR 0 1 0 1
AdaBoostM1 0.024 0.026 0.991 0.985.
Bagging 0 0.002 0.999 1
BayesNet 0.001 0.001 0.995 0.999
NaiveBayes 0.009 0.054 0.91 0.992

b gukio 9 g23.3-3

ol ool 3 5o Evaluation Factor b Jb;, ,eS6 olge cov sl ala

Evaluation Factor = (C+1/ Tm)(Tn*Ta) A1) ak,
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Sis AL Sl Gl b Sy 1 ol clls 5l (S bl dilise sla cdl> sl Yo alal, 4 a5 b
S 4 axg5 bl oael 3 o)lais jlogas 40 gulis 5 00,5 amwl=e Evaluation Factor L bj,l,5:506 &l 1, polis
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